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Abstract

California’s Senate Bill 53, enacted in September 2025, establishes the nation’s first
state-level Al whistleblower protections through Labor Code §§ 1107-1107.2. Yet SB 53
perpetuates a structural conflict that creates significant barriers to effective disclosure.
Evidence required to substantiate catastrophic Al risk claims (model architectures,
training data compositions, safety evaluation results, internal capability assessments)
would likely qualify as trade secrets protected under California’s Uniform Trade Secrets
Act. Labor Code § 1102.5(g) explicitly provides that whistleblower protections do
not apply to employer actions against employees who disclose trade secrets, meaning
CUTSA-protected information falls outside the statute’s shield. The collision creates
a legal Catch-22: whistleblowers who make generic claims are dismissed; those who
provide specifics face civil damages, criminal prosecution, and exclusion from statutory
protection. This paper demonstrates that the conflict is structural rather than incidental,
that existing trade secret exceptions are unlikely to resolve it, and that case studies at
Google, OpenAl, and Meta confirm the pattern empirically. This paper recommends
two reforms: first, a narrow amendment to Civil Code § 3426.1 creating a safe harbor
that excludes from "misappropriation" disclosures of reasonably necessary information
to designated state bodies for reporting significant Al-related public harm; second,
establishing a technically competent recipient body, as neither the Office of Emergency
Services nor the Attorney General currently possesses Al safety expertise.
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1 Introduction & Problem Statement

On September 29, 2025, California enacted Senate Bill 53 [1], establishing the nation’s first state-level
Al whistleblower protections. The statute defines catastrophic harm, creates anti-retaliation
protections for employees who report Al risks, mandates anonymous internal reporting channels,
and designates the Office of Emergency Services and the Attorney General as external disclosure
recipients. The statute signals a legislative judgment that a decade of voluntary commitments,
ethics teams, and published principles proved insufficient: internal safety research was suppressed
when it conflicted with business priorities, ethics researchers were terminated or marginalized, and
employees who raised concerns faced retaliation with no legal recourse.

But SB 53 inherits a structural conflict between California’s Uniform Trade Secrets Act

and its whistleblower protection framework. Evidence required to substantiate catastrophic Al risk
claims (model architectures, training data compositions, internal capability assessments, safety
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evaluation results) would likely qualify as trade secrets. Labor Code § 1102.5(g) [2], which SB
53 explicitly preserves, provides that whistleblower protections do not apply to employer actions
against employees who disclose trade secret information. In every other domain where these
regimes intersect (pharmaceutical safety, environmental compliance, financial fraud), the underlying
concern involves violation of an existing regulatory standard, and evidence required to prove
that violation is either publicly observable or subject to regulatory access. Al catastrophic risk
is pre-regulatory, evidenced only through proprietary technical documentation, and no regulator
currently has statutory authority to access the relevant information. The whistleblower must prove
a risk that results from conduct not yet prohibited by law, using evidence that the law prohibits
from disclosure.

2 Background & Context

California’s Uniform Trade Secrets Act defines "trade secret' expansively. Under Civil Code §
3426.1(d) [3], a trade secret encompasses information, including a formula, pattern, compilation,
program, device, method, technique, or process, that derives independent economic value
from not being generally known and is subject to reasonable efforts to maintain its secrecy.
California courts interpret this standard broadly: training datasets qualify as compilations; model
architectures constitute methods and techniques; safety evaluation protocols are protected processes.
Misappropriation under CUTSA triggers both civil and criminal liability, including injunctive relief,
damages, and criminal prosecution under Penal Code § 499c [4]. CUTSA contains no whistleblower
immunity provision and no exception for good-faith disclosure of safety concerns.

Labor Code § 1102.5 [2] is California’s baseline whistleblower protection statute, prohibit-
ing retaliation against employees who disclose information to government agencies where they have
reasonable cause to believe the information reveals a violation of law. But § 1102.5(g) explicitly
excludes trade secret disclosures from protection.

The federal Defend Trade Secrets Act (2016) [5] provides immunity from any federal or
state trade secret law for disclosures made in confidence to government officials, but only for the
purpose of reporting or investigating a suspected violation of law. SB 53’s regulatory scope is
preregulatory: it mandates reporting of catastrophic risks before they constitute violations of
law. An Al model with capability to assist bioweapon creation that has not been used for this
purpose, or a model exhibiting emergent deceptive capabilities that has not yet caused harm, poses
catastrophic risk but violates no existing statute. The result is a three-way gap: DTSA immunity
does not apply because the whistleblower is not reporting a violation of law; § 1102.5 protection
does not apply because trade secrets are excluded; and CUTSA provides no immunity exception.

3 Analysis

The core problem is structural: California’s whistleblower protection statute excludes from
protection the very evidence required to substantiate Al catastrophic risk claims. This is not
a drafting oversight or regulatory gap. It is a collision between two legal regimes designed for
incompatible purposes, and good-faith interpretation is unlikely to reconcile them.

The overlap between protected trade secrets and necessary evidence is comprehensive. Model
architecture encompasses structural design choices determining capabilities and failure modes:
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transformer layer configuration, attention mechanisms, training objectives, and scaling laws. These
represent years of proprietary research and satisfy CUTSA’s definition of methods and techniques
that derive economic value from secrecy. Yet these same details are essential to assessing safety
risks. A whistleblower reporting deceptive alignment cannot substantiate the claim without
specifying the architectural features that enable it. Training data presents an identical conflict:
composition, sources, curation methods, and filtering techniques determine what capabilities a
model acquires and what vulnerabilities it contains. Training data is a classic trade secret, a
compilation deriving economic value from secrecy. But training data is also the primary determinant
of bias, toxicity, and capability risk. Safety testing results constitute perhaps the most direct form of
prohibited evidence. Red-teaming exercises produce detailed records of failures, successful jailbreaks,
emergent capabilities, and behavioral anomalies. These results have independent economic
value; companies treat them as confidential. A whistleblower reporting dangerous capabilities
would need to provide actual test results. The evidence is protected; its disclosure is misappropriation.

The trade secret trap operates through a binary that eliminates middle ground. A generic claim
("the model exhibits unsafe behaviors") survives legal scrutiny because it discloses no protected
information, but it fails credibility scrutiny because it provides no basis for distinguishing genuine
risk from speculation. A specific claim satisfies evidentiary requirements by providing verifiable
technical detail, but it violates trade secret protection by disclosing proprietary methods, data
sources, and confidential test results. The legal framework makes substantive whistleblowing legally
hazardous.

Existing exceptions cannot resolve this collision. In K.C. Multimedia, Inc. v. Bank of
America Technology & Operations, Inc. [6], the Court of Appeal held that CUTSA "occupies the
field" of trade secret law in California, preempting all common law claims resting on the same
nucleus of facts as trade secret misappropriation. This forecloses any argument that California
common law recognizes an equitable defense for public interest disclosures. Reverse engineering, the
most significant affirmative defense CUTSA provides, is contractually foreclosed: frontier AI models
are provided as services under terms that explicitly prohibit reverse engineering. OpenAl’s terms of
service [7] state that users may not reverse engineer, decompile, or attempt to extract source code
or underlying components. Anthropic [8], Google, and other frontier developers include similar
provisions.

The June 2024 Right to Warn letter [9] confirms that practitioners recognize this barrier.
Thirteen current and former employees of OpenAl, Google DeepMind, and Anthropic explicitly
identified the problem: broad confidentiality agreements block them from voicing concerns, and
ordinary whistleblower protections are insufficient because they focus on illegal activity, whereas
many Al risks are not yet regulated. Six signatories remained anonymous; four were still employed
at OpenAl. The letter is not theoretical advocacy; it is a demand from insiders who possess
knowledge of frontier Al risks and cannot disclose it under existing law.

4 Recommendations
The remedy is a narrow safe harbor: explicit statutory immunity from CUTSA liability for
disclosures meeting defined conditions. The California Legislature should amend Civil Code §

3426.1 [3] to add a new subsection providing that "misappropriation" does not include disclosure of
a trade secret made in confidence to a designated state body, provided that: (1) the disclosing
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individual has a reasonable belief, based on technical or scientific evidence, that the trade secret
relates to an Al system posing significant risk of public harm; (2) the disclosure is limited to
information reasonably necessary to substantiate the reported risk; and (3) the designated state
body is authorized by statute to receive such disclosures and is subject to confidentiality obligations
with respect to trade secret information received.

The 'reasonable belief based on technical or scientific evidence" standard establishes both
a subjective and an objective component. The whistleblower must actually believe significant risk
exists, and that belief must rest on technical or scientific grounds rather than speculation or policy
disagreement. The "reasonably necessary"' limitation prevents wholesale disclosure of trade secrets
under the label of safety concern; courts would evaluate each element for necessity.

The Legislature should further provide that Labor Code § 1102.5(g)’s [2] exclusion for
trade secret information does not apply to disclosures immunized under the new Civil Code
provision. This ensures the safe harbor operates as intended: a whistleblower who discloses
trade secret information under the safe harbor receives both CUTSA immunity and § 1102.5
anti-retaliation protection. The safe harbor requires a technically competent recipient. The Office
of Emergency Services is a disaster response agency; the Attorney General’s office is a legal
enforcement body. Neither possesses the technical capacity to evaluate claims about deceptive
alignment, instrumental goal-seeking, or training data vulnerabilities. The Legislature should
establish a California AI Safety Institute as the primary designated recipient, staffed by researchers
with technical competence to assess claims about model architecture, training vulnerabilities, and
capability risks. Without a competent recipient, the safe harbor creates immunity for disclosures
that no one can evaluate.

Finally, the safe harbor should include a conditional pathway to public disclosure. If a
whistleblower reports to the designated body and receives no substantive response within 180 days,
the whistleblower may disclose publicly without CUTSA liability, provided the disclosure remains
limited to reasonably necessary information.

5 Conclusion

SB 53 represents California’s formal recognition that corporate self-regulation is unlikely to ensure
Al safety. The statute establishes defined coverage, anti-retaliation protections, anonymous
reporting infrastructure, burden-shifting enforcement, and regulatory oversight. This is more than
any other state has enacted.

But the statute inherits a structural collision between California’s trade secret law and its
whistleblower protection framework. CUTSA [3] protects the technical information that constitutes
evidence of Al risk. Labor Code § 1102.5(g) [2] excludes trade secret disclosures from whistleblower
protection. DTSA [5] immunity applies only to violations of law, not pre-regulatory risks. The
result: whistleblowers who make generic claims are dismissed; those who provide specifics face civil
liability, criminal prosecution, and exclusion from statutory protection. The law protects disclosure
in theory while prohibiting the evidence necessary to make disclosure credible in practice.

Without a safe harbor and a technically competent recipient body, SB 53 remains formal
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architecture without operational function.  The structural barrier ensures that rational
whistleblowers will choose silence.
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